STATEMENT OF FACT
Videos, Messages and Social Media

Rui Simao
secretario@osae.pt
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INTRODUCTION
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The Statement of facts can be: O
- Required by a court;

- Required by a private client (natural or legal
person).

v’ Purely material findings without any kind of
opinion.

v’ Value of proof: Authentic until proof in contrary.

WEBINAIRE UIHJ —5 OCTOBRE 2020

WEBINAR UIHJ —5 OCTOBER 2020



1t
LT GE £50 MATAT AL AIFTO BE COMETATAGAD

Wedor fn de bene: ..
2 | Estsdncti | =| M | | nl Rartonabdadic
El Dwilocagtes | €amk
2 B s o T E—— ]
° B - TI <[ —— 1
2 Turnpe ghipersado no local. eishorecio di A & RN
e P I - Rungstes ra platafoema iformaticn | EHE .
11 | Céalign Pesmal: 12 | Locaiddadee
rén HER )

13 [ Latituia: 14 | Loagitude:

Solicilader | fguale
13| da Exveucha:
16 | Cirhala: 17 | Firaeres o s
13

Wes beires 00 arthge 127, 7" 2, 20 Estatuan da rdem dos Soficttadanes = des Agistiini d8 ESECUCED, St nomron. relathvas |

s i proPEcion ndn eba aplicivaii a6 LR 1T QUE D envign prevtide se SeTLine B Cmpraer sy B cart Fiar Ui

| detmrminads vbeacho de fact.
|

REQUERENTE

e dinss de CoRstatuchs & wenificasien o judicial qualHicades, cue:

AUTO DE CONSTATAGAO" Vi st Wi sase

Teazaho de JLg sccariah.
Mﬁ i u.-uu :meu .'.-=|r

wiErilric sn

B Ho et bt o qualciest &0 WTHEIMENSs previsos pa

[ O Sgrairio deciars, rn crmpeinesi ds arign 37, n* £, das normas precndiTeslas park & rEAlTag i  dmdaits ‘

Estd ftredphy it conformee o orkgingl

| p—
D oo st - Poc i A i Itk na praviemea dis
w

i @ constale | gae

e ¥ EeSEH LA Fignaide

piging -3 _ o 5

Fagina ___de

WEBINAIRE UIHJ —5 OCTOBRE 2020

WEBINAR UIHJ —5 OCTOBER 2020




* Time stamp
* Geolocation
* Pictures
 Virtual Tours
* Archiving
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ENTRADA HALL RECEPCAO
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https://www.kuantokusta.pt/imagemsom/Imagem-Digital/Camaras-Video/Xiaomi-Mijia-Mi-Sphere-360-Kit-p-3-326461
https://www.kuantokusta.pt/imagemsom/Imagem-Digital/Camaras-Video/GoPro-Fusion-Black-p-3-330126?q=gopro%20360

Data Storage

= The information must be reliable and
immutable

=  Should be presented by the bailiff if it is
asked
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Digital communications
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Challenges for the statement of facts in
the digital age

= Fake information

= New sources of information

= Sjze and storage of the information

=  Where to keep the information collected
=  Respect privacy by all means

Keep your statement based on facts
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Power of Digital Communications

e Contract signing, changes or
termination

* Business proposals

* Share legal information

e Phishing and other scams
* Harassment

» Stalking

* Hate crimes

* Etc.

WEBINAIRE UIHJ —5 OCTOBRE 2020




Always protect privacy

= Do not propagate abusive information

= Always get permissions
= Always inform what is going to be recorded

= Avoid any kind of endorsement of the
content of videos, messages and calls

Do not be tricked to invade others privacy
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Videos
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Advantages:
1.Save more time
2.Reduce paper volume

3.Reduced fees
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When the enforcement agent is
recording a video

n Use a good equipment
=  Describe the equipment specifications
=  Describe time and place where it was recorded

=  Get permission to record from everyone
=  Get the identification of everyone who is in the video
=  Ensure the permanent storage of the video(s)

Keep your statement immaculate
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How should an enforcement
agent describe the content of
President Obama’s video?
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Messages
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Statement of facts on SMS

Bonjour un |
Et va te suicider )

Tu mérites que le suicide toi

j Sale degenere mentale

28 mars

Mon Boss 13:31
Bonjour. Vous étes viré. >
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Be aware of SMIS Scams

Xxxxxxx Bank

=  Images displayed on a screen are not always true Your Account
= Sender ID could be untruthful w234 has
heen credited with

NXXX,XXXX

Be aware of SMS Spoofing
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Get permissions

n Describe time and place where you colected the information
= Make sure the SMS is not protected by privilege
n Get permission to access the device

. Identify clearly the onwer of the equipment

Access the equipment

WEBINAIRE UIHJ —5 OCTOBRE 2020
WEBINAR UIHJ —5 OCTOBER 2020




Describe the equipment

u Describe correctly the equipment and its specs: *#n 6#
IMEI; OS; Brand; Model; Serial Number etc.
=  Name the networks in use and phone number l M EI

- Identify clearly the onwer of the equipment
= Take print screens or pictures with other device

Describe the equipment
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IMEI (sim slot 1) ;Ej’,,

ME| (im siot 2
. . erial number | ..
Description o3
Of de\[ice .a.seband version
information

Kernel version

Android security patch level
rnril E 9090 NEPLUS
ASNNN 22 200A0
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Snapdragon™ 835
8GB RAM + 128GB ROM
16 + 20 MP Dual Camera

Optic AMOLED 5.5"
Display
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WHATSAPP

Pour utiliser WhatsApp sur votre ordinateur :

1. Ouvrez WhatsApp sur votre téléphone

2. Appuyez sur Menu : ou sur Réglages (& et sélectionnez
WhatsApp Web

3. Positionnez votre téléphone face & cet écran pour scanner le
code

Bescin d'aide ? Garder ma session ouverte
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Record a : :
: : Unfair evidence, and
conversation without
therefore
the knowledge of ) o
. inadmissible
your interlocutor
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Social Media
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Facebook

YouTube*

WhatsApp

Facebook Messenger*

Weixin /| WeChat

G‘opitious \ e

environment for:

* Stalking

* Harassment

* Hate crimes

* Intellectual
Property
Violations

TikTok

Qa0

Sina Weibo

OZone

Reddit

Kuaishou

Snapchat®*

Pinterest

\ / Twitter *

2 000

2 000

1 300

1 203

1 082

800
694
550
517
430
400
397
367

326

Mumber of active users in millions

2 603



Golden Rule

Always follow the procedures for statement of
facts on the internet

WEBINAIRE UIHJ —5 OCTOBRE 2020
WEBINAR UIHJ —5 OCTOBER 2020




Other digital \
Statements of Facts

* Timestamp \

* Email

* Digital files
description

* Website

compliance

WEBINAIRE UIHJ —5 OCTOBRE 2020



Vil
CONCLUSIONS

Journée mondiale de I'huissier de justice 2020

World Day of the Judicial Officer 2020



Be aware and careful

= Keep well informed about scams and fakes
=  Use the right equipments

=  Make sure that the statement can not be used to spread false
information

=  Make statement that really improve confidence in this act

Keep your statements imaculate
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Follow “President Obama’s” advice
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Do not break the confidence

Never spread:
False informations as if you were able to

confirm that they were true
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THANK YOU!

Rui Miguel Simao

Scan QR to view contact details

secretario@osae.pt
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